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MEMORANDUM FOR: Chief, Communications Security Division, OC 
Chief, Domestic Network Division, OC 
Chief, Foreign Network Division, OC 


INFO: Chief, Human Resources Management Division, OC 
25X1 
FROM: 
Thief, Engr sion, OC 
SUBJECT: Offline Cryptosystem Project Plan - Phase I. (U) 


1. The attached project plan describes Phase I of a two phase 
project to provide an offline cryptosystem for replacing the 


HW-28. (U) 
2, Please indicate concurrence by signing and returning 25X11 
page 1 of the attached plan. Comments and questions are welcomed. 
25X1 If further questions, please contact 
on (C) A9c5.2 
25X1 


Attachment: 
As stated, h/w 
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WARNING NOTICE - INTELLIGENCE 
SOURCES AND METHODS INVOLVED 
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PROJECT PLAN 


PROJECT NAME: OFFLINE CRYPTOSYSTEM REPLACEMENT PROJECT 
PHASE 1 - REQUIREMENTS ANALYSIS 


APPROVED: 
c/ED 
c/eD/csB VC 
} 
CONCUR: 
oc-CSD 
OC-FND 
OC-DND 
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1. SCOPE AND SUMMARY - fice of Communications is presently 
evaluating the communications terminal as a possible 
replacement for the aging M-28 terminal equipment currently in use 
throughout the network. This subproject will incorporate an off-line 
cryptosystem into 2 a system, thereby eliminating the 
need for the HW-28 equipment now in use as primary and backup off-line 
crypto. This paper will examine the operational, technical, and 
security requirements and discuss several possible approaches to the 
problen. “ , 


2. PURPOSE - The original project that addressed off-line systems was 
Project analyzed all currently available off-line 
systems and selected the RACE (Rapid Automatic Cryptographic 
Equipment) as the system that best fit the needs of a primary off-line 
communications center. The RACE system was later adopted by OC asa 
standard replacement for the HW-28 off-line terminals in primary off- 
line stations. , 


The purpose of this project is to incorporate the RACE off-line system 
into the M-28 replacement terminal to be used as either a primary or 
back-up cryptosystem. All operational functions being met by the 
HW-28 will be met by this system. In addition, any possible 
enhancements and automation will be developed and incorporated into 
the overall system. The project has been broken into two phases: 


first, a requirements analysis phase in whicn the[ |] RACE, and 


base station system capabilities and requirements will be identifiea’ 
This information analysis phase will develope an optimum design 
approach to the system which will be summarized in the Phase 2 project 
plan. The second phase of the project will be the actual design and 
testing of a prototype system. 


3. REASON - The current off-line cryptosystem is the HW-28, a slow, 
labor-intensive unit that is no longer supportable in the long term. 
It will be replaced by the microprocessor-based RACE system, the 
cryptographic portion of which has already been certified as high- 
grade cryptology by NSA. The RACE has been approved by OC as a 
replacement system for use in primary off-line stations. 
Incorporation of the RACE cryptographic subsystem into. the new 
terminal equipment at stations that are primarily on-line will provide 
compatibility with the primary off-line stati j ifying 
the base station automation requirements In 


addition, if the RACE crypto algorithm can be coded as part of the 
a fewer 'stand-alone' RACE units will need to be 
7 ing in considerable cost savings. A stand alone RACE 


unit will cost $12K in production quantities. This includes the 
keyboard, 12 character display, and the associated support software 
(text editing, I/O handling), all of which are present 


An objective of this project is to investigate whether a single board 
processor could be designed to use existing I/0 
Capability at acost of less than $4K in production quantities), 
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resulting in a cost savings of about 66%. 


4. PROGRAM OVERVIEW - This project will be conducted as a major 
subproject of the M-28 Terminal Replacement Project. The project will 
be coordinated witn[ sss personnel since both projects are 
under development concurrently and deal with offline cryptographic 
operations. , 


~ 
Se 


5. OPERATIONAL REQUIREMENTS 


A. The final system must be TEMPEST (NACSEM 5100) approved and 
high grade cryptology, (approved for processing all 
Classification levels through Top Secret Codeword). 


B. The system shall be easy to operate, possibly by a non-0c 
communicator, since it may be used infrequently at stations where 
it is purely a back-up system. 


Cc. The system shall interconnect with and/or form an integral 
part of the permitting editing and storage of 
messages. 


D. Keying and key management should be as Simple as possible. 


E. Clearing garbles (i.e. due to loss of crypto-synchronization) 
should be either automatic or possible by bit- or character- 
Slipping. x 


‘ 


6. SECURITY REQUIREMENTS - The system shall be TEMPEST approved and 
capable of handling all levels of classifications. Ideally, the 
system should be capable of operation (i.e. meet TEMPEST standards) in 


or and require no storage controls (other 
than Se normally required for [ ——“‘édiTWHeerND”:«sin A power-off 
state. Key storage will be in volatile RAM. Because the RACE 
algorithm has already heen approved by NSA, NO modification 
will be made to the existing cryptographic software as it is used in 
the RACE. The implementation of the input and output routines, as 


well as key management routines that are currently used in the RACE 
will be closely coordinated with OC-CSD and NSA. The final prototype 
system will be documented and submitted to NSA for certification. 


Te RESOURCE REQUIREMENTS - Precise requirements are difficult to 
estimate at this stage of the planning cycle, but the following is 
intended to give an approximation of the level of effort and funding 
that will be required for Phase 1 of this project. Phase 2 
requirements will be addressed in the Phase 2 project plan. 


PHASE ONE HUMAN RESOURCES REQUIREMENTS: 
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Apprx. 60 man-days engineering analysis and review of RACE 
hardware and software documentation to determine operational and 
technical parameters such as; 


1. Memory size requirements 

2. Implementation of[ fee RACE algorithm) 
3. I/O interfacing 

4. Operation of automatic key selection 

5. Power requirements 


Apprx. 10 man-days OC-CSD engineering to assist in analysis of 
RACE operation, technical requirements, and liaison with NSA. 


Apprx. 5 man-days engineering to summarize analysis results and 
prepare final project proposal document. 


Apprx. 4 man-days management supervision, review, budget 
preparations and revisions. 


Apprx. 3 man-days eacn OC-FND, CSD, DND, and HRD review of 
roject proposal. 

PHASE ONE COSTS: 

2 ea. RACE units for evaluation.....$25 K. 

Prototype development (parts, etc)..8 8 K. 
8. DEVELOPMENT PLAN - In the initial planning stages of this project, 
several questions will require answers prior to formulation of an 
approach to the system design. The characteristics and limitations of 


the[_____—ferminal will have to be identified, along with an analysis 
of the RACE software. This requires the documentation of the RACE 


ito) ich is to be delivered within the next few weeks. from NSA. 
Th oftware is presently being analyzed by OC-ED/CSB. 

The RACE parameterS such as _ memory size, eneral organization and 
Geen isn ce Gis Le a nace ere eo seinie 
integration of the algorithm into re 


After these questions are answered, then one of several options may be 
elected: 


A. If the RACE —— will run on the 2-80 in the available 


memory space of 1d be possible to extend the 
unused memory ane in the © include the R Lthm. 
This would involve adding 1 memory to the 
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B. If, because of security, memory, constraints, the 
RACE algorithm will not fit into the hen an external 
*black box' may be developed. The ould access this box 


only in the off-line mode. The black box would contain a 
separate microprocessor running the RACE program. 

software would treat the external software asa unction at 
would return the encrypted or decrypted character with t 

handling all text editing functions. Possible difficulties with 
this approach include TEMPEST--this involves design and 
subsequent testing and debugging of anew TEMPEST unit. After 
the initial development, a single board microcomputer 
implementing this algorithm and using for 1/0 
capability would be more cost-effective than buying stand-alone 
RACE units for each field station. 


C. Another option of the RACE hardware unit asa 
peripheral unit to tit the RACE handling the key 
management (key variable , storage) and sending messages to 
Lee any other peripheral unit. This approach would 
require € least modification to either equipments, but would 
cost the most, since RACE units would have to be purchased (at a 


cost of $8.5K per unit in quantity) for each field station, 
equipment that would be used infrequently. 


To accomodate these requirements, the development plan will be broken 
into two phases. Phase 1 of the project will address the analysis of 
the RACE unit hardware and software documentation to determine the’ 
parameters needed for the system design. This analysis will take 
place as a parallel effort with en _ portvare analysis currently 
underway in OC-ED/CSB. The final f Phase 1 of this project 


Will be a proposal for the best possible system based on this study. 
The task breakdown for this phase of the project will he: 


1. Obtain RACE units and software documentation from NSA. A 
memorandum will be submitted formally requesting this information 
through official channels. 


2. Perform software and hardware analysis on RACE using the 
Microprocessor Development Lab. This analysis will determine the 
operational and technical parameters needed for the design of an 


integrated system with [ for example, the mémory size 
requirements. 


3. Identify RACE ers and requirements for 
implementation in th 


4. Compare RACE requirements [ Capabilities. 
(obtained from current evaluation). This comparison will be 
based on the latest software information| | 


5. Formulate possible system design approaches, summarize 
analysis and best design approach in final project proposal. 
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At the end of Phase 1, a decision will be reached on which option to 
use, (A, B, or C, above) to implement the off-line system. When this 
decision is made and approved by management, then the project will 
proceed with Phase 2. : 


9. DEVELOPMENT SCHEDULE - The following schedule is a tentative 
schedule for the completion of Phase l. 


. 
a. 


Phase 1 : Week Ending: 


Obtain “RACE prototype. si s4..s scenes ens Seda cactaswes: 6 NOV BL * 


= 


Interface and test RACE = ee baeeatadan Nov 81 * 


Send Memo to NSA requesting RACE documentation.....30 Dec 81 * 
Obtain documentation of RACE algorithm.............15 Jan 82 * 
Analyze RACE Algoritnm......cccceseeeeeseelS Jan -— 19 Feb 82 
RACE algorithm parameters identified.......ceeeeeeel2 Feb 82 
Formulate design approach........ eeeceseeeel Fab — 26 Mar 82 
Select and order prototyping materials..... eeosveseeel2 Feb 82 
Coordinate design witn[ pnp project team......12 Mar 82 
Design revieW MECCINIGS wevececsenccvnenes weccesese eld Feb 82 
12 Mar 82 
26 Mar 82 
Write Phase 2 project Plan... wc eccveccvsvevveseeseela Mar 82 
Phase 2 Project Plan review/approval..... sa eee ee -.26 Mar 82 


x ~ Completed as of 19 January 1982 
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PRELIMINARY PRIJECT PLAN 


PROJECT NAMES OFFLINE CRYPIOSYSTEM REPLACEMENT PROJECT 
PHASE 7 - REQUIREMENTS ANALYSTS 


APPROVED: 


C/ED 


GC /RO/ CSB oe yo ee 
CONCUR: 
DOCS Din fe ee 8 
OC-FND 
OC-DND =, 
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1. SCOPE AND SUAMARY - ffi munications is 
presently evaluating the communications 


terminal as a possible reoglacanent for the aging 4#-28 
terminal equipment cucrently in ase throughout the network. 


This subproj will incorporat2 an off-line cryptosystea 
into val] terminal system, thereby eliminating the 
“need for the W-28 equipment naodw in use as primary and 
backup off-line crypto. This paper will examine the 
operational, technical, anil security °* requirements and 


discuss several possible approathss to the problem. 


2» PURPOS® - The a project that addressed off-line 
SyStans wis Projec analyzed all currently 
available off- ae Syotems an selected the RACE (Rapid 
pega “typtoycaphic cquipment) as the system that best 
Fit ths aeeds of a primary off-line communications center. 
The eee System 47aS Jater adopted by OC asa standard 
ceplacement for the HW-28 off-line terminals in primary 
off-Line stations. 


The purpose of this projezt is to incorporate the RACE 
oFr-Llin2 systea into the 4-283 caplacement terminal to he 
used as either a primary or back-up cryptosysten. All 
Operational functions beiny net by the HW-28 will be met by 
this Syston. In addition, any possible enhancements and 
automation will b2 developed and incorporated into the 
ovetall systam. Tn2 project has been broken into t#o phases: 


First, a raquirenents analysis phase in which aaa 
RACS, ani base station system tapabilities and requirements 


Will ba: identifieal. This Lafocmation analysis phase will 
develop2 an optimun design approath to the system which will 
ba sumnmarizad tn tne Phase 2 project plan. The second phase 
of the projact will be the actual design and testing of a 
prototyp? systom. 


3. RuASON ~ Thea current off-line cryptosystem is the HW-28, 
a slow, Labor-inteasive unit that is no longer supportable 
in the lonj term. It #i1L be replaced by the 
micronrocessar-based RACE systen, the cryptographic portion 
of whica has alraity been cactifieai as high-grade cryptoloyy 
by NSA. The RATE has been approved by OC as a replacement 
systen For use ia ovcrimary off-line Stations, Incorporation 
of the RtaACe Ceryptoyraphic subsystem into the new tecminalL 
equipmedt at stations tirat ace primarily on-line will 
provide compatibility with the primary off-line a LOnes 
thereby simplifying the base station automation requirement 


a, ™n additi: RACH crypto Sigoelenn 
ons a Tous > dict of softvare, then fever 
*stand-alone’ BAL units WL need to be purcchased, 
c2 


sultiagsy ina considecabls ctost savingS. A stand alon2 RACE 
anit vill cast 33.5% to ST9X in production quantities. Pai s 
includes the keyboard, 12 chacacter display, paper tape 


h NOVENSER 198 e 
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reader (chad tan>), and the associated support software 


5X4 (rosa fae If} handling) all of which are present in the 


An objective of this project is to investigate 
single board proc2ssor could be iasigned to use tnef 25X11 
axistiny I/) capability at a so9st of less than Cina 
pcoduction guantities), resulting in a cost Savings of 80%. 


be PROSRAH OVERVISW - This project will be conducted as a 
ma2jOr subproject of the M-23 .Tacminal e Project. 
Thea project will be coordinitad sitnf eect sonne 25x1 
Since both projects are undar ievelopmen concurrently and 


deal with offline cryptographic operations. 


Se OPERATIONAL REQUIREMENTS 


Ae The final system mast be TEMPEST (NACSEM 5100) 
approved ani high graie cryptology, (approved foc 
peoocessing all classification levels through Top Secret 
Colawvord). 


asy to operate, possibly by a 
2 it may be used infrequently 
ucely a back-up system. 


B. The syst2n shall ba 
noa-Do coaanunritator, sin 
at stations where it is 


oe The systaan shall interczannect with and/or form an 
integral pact of the I epeces, permitting editing 25X1 


anal storaye vf messages, 


De Keying and key managenent should be as simple as 
possible. 


Lf Clearinjy garbles (ie @. due to loss of 
ceypto-syncheonization) should be either automatic oc 
possible by bdit- or charaztac-slipping. 


6. SECURT?TY REQULZEMENTS - The system shall be TEHMPZST 
apnpcoved and tiapable o£ handling all levels of 
classifications. idsaally, the system should be capable of 
QDeration C(i.a. nast TEAPS3P standards) in or out of 4 
Shiegldei enclosuce and requica no storage controls (other 


bnaan tase normally rcequicai for ahen in a 25X1 
power-off stata. Kay St 7 Will be in volatile RA*, 
Because the Race taoritha |" Thas already been approved 25X1 
by NSA, NQ modification “wi e made to the existino,y 


cryptographic software as it is used in the RACE. The 
inpleamantation of the input and sutput routines, as well as 
Key manityement codtines that ace currently used in the RACE 
Will be closaly caordinated vith 3IC-CSL and NSA. 
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Te RESOUBCE REQUIREMENTS - Precise requicements are 
difficult to estinate at this stage of the Planning cycle, 
but the following is intani21 to give an approxination of 
the Level of effort and funding that will be required. 


Appcx. 659 =man-days engineering analysis and review of 


RACS hardwvac2 and software documentation to determine 
oparational ani technical parameters such as: 


t 


4. %Memory size raquicements 

2+ I[mglanentatioa off tne LACE algorithm) 
3e T/9 interfacing 

4%. Jperation of autonatic key selection 

De POWSsr requirements 

Apopcx. Wo Mid-days O25-CSD engineering to assist in 
analysis of RACE operation, technical requirements, and 


Lizison with NSA. 


Appr x. 5 maa-days engineering to summarize analysis 
cesuilvts and prepare final project proposal document. 


Appcx. 4 man-days manazyement supervision, review, 
budyet preparations ani revisions. 


APRPEX. 3 man-days each JC-FND, CSD, DND, and IRD review 
of project sroposal. 


Ccosrs: 
2 2a. RACE units for evaluitionse++..$25 K. 
Prototype d2velopment (parts, etc).eS 8 Ke° 


5. DEVZLOP42NT PLAN - In the initial planning stages of 
this project, several guestions will require answers prior 


to formulation of an Approach to the_syste design. The 
Charattaristics ani Limitatioas oF the tecminal will 


have to b2 ideantifieli, alony with an of the RACES 


software, This cequices tne locumentation of the RACE 
So 2e which is to be deliverai this week from NSA. The 
= pane yas is presently baing analyzed by OC-ED/CSB. 

The RACH parameters such as memory size, general 
ecjanizition ani utilization of the encryption 
alyorcithm will inpact the possible i ration of the 


alyorithmnm Lato the[ anit. 


After these questions are answered, then one of several 
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OPtLONs May be el2Ctred: 


A. IT£€ tha RACE algorithn will cun on the 2-80 in the 


available mamory spaca of the it should be 
33 2 tod Bxtend the uiused memory slots in the 
to include the RACK algorj is would 

7 ve aiding additional memory toa 
B. LTE£, because of security, Memory, or power 


ints, the RACE algocithm will not fit into the 
then an external "black box* may be daveloped, 
would access this box only in the off-line 


Rode, The black box would contain a separate 
Microprocessor cunning the RACE program. tmre[ | 
sottwarsa would treat the external softwar 

Fuactioa that would ratarn the encrypted or decrypted 
Chacactec with oo Sa all text editing 
fFuactions. Passible LEFitulties with this approach 
include THEMPh5Tl~-this involves design and subsequent 
testing and imbugging of 4a naw TEMPEST unit. After the 


initial development, a single board microcomputer 
imvlemeanting this algorithn and using the es 


I/) capability would ba aora cost-effective than buying 
Stand-alone WATCH units for each field station. 


c. Anothar oaption would bea use of the RACE hardware 
unit as a pacipheral unit to th with the RACE 
shan eeie the key management (ke e I/0, storage) 


and3 sendiny messages to the like any other 
SeEione ral uit. This approach wou require the least 


molification to @ither equipments, but would cost the 
most, Since a&i\Crc units souli have to be purchased (at a 
cost of $8.5K per unit in quantity) for each field 
station, cguipment that would be used infrequently. 


Po acconodate these reyguiremants, the development plan will 
be brok3an into two phases. Phase 1 of the project will 
address the analysis of the RATS unit hardware and softwaca 
documentation to Letermine tha parameters needed for the 
systen design. This analysis will take place as a parallel 
efroct with the software analysis currently underway 
in JO-20/7035B. the final proiuct of Phase 1 of this project 
Will b2 a yprovosil for tha best possible system based on 
this study. The task braakdown for this phase of the 
projact will be: 


1. Obtain 3ATE units and software documentation from 
NSA. 


2e Perform software and hardware analysis on RACE 
uSiag the Microorocessac DYavalopment Lab. This analysis 
will letermiae the operational and technical parametecs 
azteaded for the design of anh integrated system with the 


ae. 2Kimpla, the naenory size requirements. 
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3. Identify RACE system acameters and requirements 
Eoc inplementation tn 


he Compare 2ACE requicaments viel baoaninities. 
(obtained from current evaluation). This comparison 


ic an the Latest software information fron 


5e Formu lata possible systen design approaches, 
Summactize analysis ani best design approach in final 
project proposal. 


At the and of Phase 1, a decision will be reached on which 
Option to use, (A, 3, or C, above) to implement the off-line 
Systena. When tais decisiodn Ls made and approved by 
management, then the project will proceed vith Phase 2. 


5 


WOVENSHR 1981 * SHOCRET * PAGE 6 


Approved For Release 2005/08/03 : CIA-RDP88-00893R000200020011-9 


25X1 
25X11 


25X1 


OFF LINE PRJ " AN * SECRET * PAGE 7 
Approved FoxRelease 2005/08/03 : Cia RDP88-00894000200020011-9 


Je DEVELOPHENT SCHEDULE - The following Sehedqie is a 
tentative schedules for the completion of Phase 1. 
Phase 1 Week Ending: 
Jbtain focumentation of RACE alyorithmeccescccessve 6 Nov 81 
Analyz@ RAC! algocithmecccacccccceseesee9 Ov 81 - 15 Jan 82 
RACe alyorithm pacamaters ilentifFied..ccccccecsesee15 Jan 82 
Formulate design appcoacnessecesceceseet4 Dec 81 ~ 15 Jan 82 
cootqiinate dasign | a project teOamMesecee15 Jan 82 
VESLJA LeViIGW NOSE LAGS 2c ewk soo 6 16s 0b 6 See eee dave e ec 1B Dec 31 
8 Jan 4&2 
15 Jan 82 
Write Phase 2 orojact planesseccsacescvesecesseseW/O 18 Jan 32 


Phase 2 Projac iz Plan CEVLiGT/APPLCIVAL cee ceessensaneld Jan 82 
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1. SCOPE AND SUMMARY - The Office of munications is 
presently evaluating the eae companications 
terminal as a possible réeplacemen er the aging 4-28 


terminal equipment curcently in use throughout the network. 
This subproject will incorporate an off-line cCryptcsysten 
into the replacement terminal System, thereby eliminating 
the need for the HW-28 equipment now in use as primary and 
backup off-line crypte. This raper will examine the 
operational, technical, and security cequirements and 
discuss several possible approaches to the problen. 


2- PURPOSE - The original project that addressed cff-line 
systems was Project amalyzed all currently 
available off-line systems and selected the RACE (Rapid 
Automatic Cryptographic Equipment) as the System that best 
Fit the needs of a primary off-line communications center. 
The RACE system was later adopted by OC as ae standard 


replacement for the HW-28 off-line terminals ina primary}. 


off-line stations, 


The purpose of this project is to incorporate the RACE 
off-line systea into the 4-28 ceplacement terminal ta be 
used as either a primary or back-up cryptcsystenm. AlL 
operational functions being met by the HW-28 will be met by 
this system. In addition, any possible enhancements and 
automation will be developed and incorporated into the 
ovetall system. 


3. REASON ~- The current cff-line cryptosystem is the HW-28, 
a slow, labor-intensive unit that is no longer supportable 
ia the long tera. It will be replaced by the 
microprocessur-based RACE System which has already been 


certified as high-grade cryptology by NSA. ithe RACE has 


been approved by OC as a ceplacement system tor use in 
primacy off-line stations? Incocporaticn of the RACE into 
the new terminal equipment at stations that are primarily 
on-Line will provide compatibility with the primary cff€-lina 


stations, thereby simplifying the base Station automation - 


cegquirements in addition, if the RACE 


algoritha can be coded as part of the oftware, thea 


fewer *stand-alone* RACE units will need to be purchased, 
cesulting in considerable cost Savings. 


4a, PROGRAM OVERVIEW - This project vill be conducted as a 


major Subproject of the 4-28 Terminal Project. 
The project will be coordinated vith ~perscnell. 
since both projects deal with the inmplewentation cf RACE in 


an external systea. 
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5. OPERATICNAL REQUIREMENTS 


A. The final systen sust be TEMPEST approved and high 
grade cryptology, (approved for processing all 
Classification levels through Top Secret Codeword). 


B. The system shall be easy to operate, possibly by a 
non-OC communicator, since it aay be used infrequently 
by stations where it is purely a back-up systea. 


C. The system shall _ interconnect with and/or form an 
integral part of the System, permitting editing 
and storage of messages. 


D. Keying and Key aanagement shouid be as simple as 
possibie. 


E. Clearing garbies (iw Ge due to loss of 
cc¥ypto-synchronization) should be either automatic or 
possible by bit- orc character-slipping. 


Be SECURITY REQUIREMENTS - The system shall be TEKPEST 
approved and capable of handling all levels o£ 
classifications. Ideally, the systea should be capable of 


operation and require noo 
controls (other an ose formally cequired for the 
when in a power-off state. Key storage wil be in 
volatile RAN. Because the RACE aligorithm ned has 
already been approved by NSA, NO modification “Wi 2 made 


to the existing software as it is presently used in the 
RACE. The implementation of the input and ontput routines, 
as well as key management routines that are currently used 
in the RACE will be closely coordinated with OC-CSD and NSA. 


7. RESOURCE REQUIREBENTS - Precise reguirements are 
difficult to estiswate at this stage of the planning cycle, 
but the following is intended to give an approximation cf 
the level of effort and funding that will be required. 


Appcx. 60 wman~days engineering analysis and review of 
RACE hardware and software documentation to determine 
operational and technical parameters such as: 

1. Memocy size required 

Ze Implementation [ tthe RACE algorithm) 

3. I/0 interfacing 


4. Operation of automatic key selection 


5. Power requirements 
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Appr Xs 10 man-days oOC-CSD engineering to assist in 
analysis of RACE operation, technical requirements, and 
liason with NSA. 


Apprx. % man-daysS engineering to summarize analysis 
results and prepare final project proposal document. 


Apprcx. 4 man-days management sSupercvision, revieu, 
budget preparations and revisions. 


Appex. 3 man-days each OC-FND, CSD, DND, and HRD ceview 
of project proposal. 


costs: 
2 ea. RACE units for evaluation...$25 K. 


Prototype development (parts, etc)..$ 8 Ke 


8. DEVELOPHENT PLAN ~ In the initial planning stages of 
this project, several questions will require answers prior 
to formulation of an approach to the t design. The 
characteristics and limitations of tne[___}erainai will 
have to be identified, along with an analysis of the RACE 
software. This cequires the documentation of the RACE 
software “the | |e delivered within the next few weeks 


froe NSA. The software is presently being analyzed by 
OC-ED/CSB. 


The RACE parawmeters such as memory size, general 
organization and utilization of the [_ Jencryption 
aigocithm will impact the possible integration of the 
algorithm into the 


After these questions are answered, then one of several 
options may be elected: 


A. If the RACE aigorithm will run en the 72-80 in the 


available memory space of the it should he 

ossible to extend the unuse memory siots in the 
ones to include the RACE algocith j ould 

Lavolve adding additional memory tc the 

Bs If, because of security, memory, or pc#wer 


ints, the RACE algorithm will not fit into the 
an external ‘black box‘ may be develoged. 


Would access this box only in the off-line 


node. black box would contain a 
microprocessor funning the RACE program. The 


soEtware would treat the external software as a 
function that would return the encrypted or decrypted 
character with the [ —handiing all text editing 
Functions. Possible difficulties with this approach 
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include TEMPEST--this involves design and subsequent 
testing and debugging of a new TEMPEST anit. After the 
initial development, a Single board _microcosputerc 
implementing this algorithm and acing Tce 
[/O capability would be more cost-effective than buying 
Stand-alone RACE units for each field station. 


Cc. Another option would be use of the RACE hardware 
unit as a peripheral unit to with tne RACE 
handling the key management ci e I/0, storage) 
and sending messages to | 0 sssédL GE Ke any other 
peripheral unit. This approach would require the least 
modification to either equipments, but would cost the 
most, sSiace RACE units would have to be purchased (at a 
cost of $8.5K per unit in quantity) for each field 
Station, equipment that would be used infrequently. 


To accomodate these requirements, the development plan will 
be broken into two phases. Phase 1 of the project #ill 
address the analysis of the RACE unit hardware and software 
documentation to determine the parameters needed for the 
system design. This analysis will take place as a parallel 
effort with the software analysis currently underway 
in OC~2ZD/CSB. The Final product of Phase 1 of this project 
will bo a proposal for the best fossible system based on 
these studies. The task breakdown for this phase of the 
project will he: 


Ae Obtain RACE units and software documentation fron 
NSA. : 

B. Perform software and hardware analysis on RACE 
using the Microprocessor Development Lab. This analysis 
will determine the operational and technical parametacs 
needed for the design of an integrated system with the 
TRACOR; for example, the memory size requirements. 


Cr identify RACE system araneters requirements 
for implementation in the 


D. Compare = er capabilities. (obtained fro 
cucrcent evaluation). This information will be based on 


the latest software infornation fro 


Be Formulates possible systen design approaches, 
summacize analysis and best design approach in final 
project proposal. 


At this point, a iscision will be reached on which option to 
use, (A, B, or C, above) to implement the off-line systen. 
When this decision is made and approved by management, then 
the project will proceed with the design of the 
implementation (Phase 2). 
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